
Serious Security

Locked rack space. All of our 
equipment from the �rst cisco 
in is stored in locked cabinets in 
the data center,  only authorized 
personnel are allowed access.

Round the clock Monitoring. 
The data center is sta�ed and 
monitored 24x7.  All access is 
logged and restricted via visual 
photo identi�cation.  In 
addition, security cameras 
record all entrances and exits, 
the external generator, and the 
front and rear of our rack space.

Password storage. 
All passwords are stored in one 
way hashes (original password 
is not decryptable) using at 
least 128 bit one way encryp-
tion technology.

Password quality. 
All passwords must use at least 
two character sets (lowercase, 
uppercase, numbers and 
symbols).  Minimum password 
length and expiration interval 
are con�gurable on a client by 
client basis to meet your 
security requirements.

Inactivity logouts. 
Inactivity logout timers are 
applied to all sessions.  Timeout 
length is con�gurable client by 
client to meet their security 
requirements.

Password expiration. 
All passwords expire.  Expiration 
interval is con�gurable client by 
client to meet each customer's 
security needs.

Access restrictions. 
Multiple end user settings can 
be used to restrict access to 
information from identi�er 
redaction to level of data 
viewable (all reports, only 
reports with no derogatory info, 
only report summaries).

We understand how important your data is to you, so we go to 
great lengths to keep your data yours.  Want more information?  
Contact Accio Data at 888.450.2060.

888 . 450 . 2060

Multiple T3 Connections.

Data center router.

Application Servers.
Connections via HTTPS only.

Secure HTTP 
connections throughout 
network.

Primary Cisco Firewall.
Connections via HTTPS 
only minimum of 
128 bit encryption
attempt 256 bit AES 
encryption.

Actively Mirrored 
database servers for 
maximum data reliability

Secondary Cisco Firewall.
For encrypted database access.

Database Servers


